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ABSTRACT

The expanded application of digital controls has raised the issue of cyber security for nuclear facilities. To cope with
this, the cyber security technical standard RS-015 for Korean nuclear facilities requires nuclear system developers to apply
security functions, analyze known vulnerabilities, and test and evaluate security functions. This requires the development of
procedures and methods for testing the suitability of security functions in accordance with the nuclear cyber security
technical standards. This study derived the security requirements required at the device level by classifying the details of the
technical, operational and administrative security controls of RS-015 and developed procedures and methods to test whether
the security functions implemented in the device meet the security requirements. This paper describes the process for
developing security function compliance test procedures and methods and presents the developed test cases.

Keywords: Security Test, Digital 1&C, Nuclear Power Plant

.M B dowl A A 9193 (NRC)S RG5.71 A
ARe) wER AR A Aol nek AL S
719k Ao gk Abely $3 Frket A 2010 guete] A 715 RS-0159 EFXE olojzlen
Received(09. 03. 2019), Modified(1st: 10. 11. (No. 20171510102100)
2019, 2nd: 10. 23. 2019), Accepted(10. 29, 2019) t FA7}, jgsong@kaeri.re.kr
R QAFE ARIEAAIE(MOTIE) 9t gHellu=|7]& ¥ 2AA2} jgsong@kaeri.re. kr(Corresponding author)

H7FU(KETEP) 9] A€ o} g A73A i},



1426 LA

& T Ael7)e) Alelunel sl A ARy AT

ofell mzh Ak *]*é £+ 7]1&% Hog 7he}
3| theksl ®Hel %
olek. shARE 71E 2 F4l ixwﬂ A o
otz Azdloz £ Folu, TiAgsha 9y
Azwl w3 ARle) WA 716 Alelnluel A e
ol ofefro] mErt.

olell ¥4 715 & ¥ WA, kA 24

F oo B

= 74 /‘M*ﬂi% o
|

FAl 714 AbelH Bl ZHsE $13F Hat 7]
A go] 275 9lrt.

£3], 4l tAE ASA o] A 2Hle] HL4F g
3 <"1 APR1400(Advanced Power Reactor
1400) =g sfukEl Awe] 56 37]5 Ale]wE
oF 743t 8ol wEl vk AlSS FASE okt
Hel 71so] F7F AEF I gl)

=gk, 3¢ PLC(Programmable Logic
Controller) AzHAe} weol AR dAlE 73l=lx
U AR A AlelMEE FAE wHEEE] $s)
wWAg  Alelr1E ApdeEkar gl
(1, 2 3.4, 5 U] A =y 45 APR1400
F2 YAE Aei7] 51""}5} AEE AFEE A
22 2017l Alo)7] A% Ak} A ApelHE
b 7EHE 1% 71s A ATFE A FOFE Ale]
HE3E 7] ALl el AR Al 23 Ale]
HESE 715 A1§ We] d st

ofe] & =ollA= A YAE ASAHe7]e F
7t = AtelHESY 715E A HeEl oAl 7E
o wE Ale|Hut 5 84 AP AY WS

A kgt

[I. AIOIHECH 7A| X|& Y HOot AlE S
2 FoM= G Al AL Alelr]e] 2

ot 715 AlE W =25 8 Tl A A 2
7S AP AREIAE U HREA A
o tigk AlelMrgl AJg U Hr} d3FE dol

2.1 X1 AlMojl ChEt ALOIHERH X|F X HIleiE

Olok

S QA Aol e Beld wE, Aeluln
S wEelE B A4d FAsEd

(KINAC) 20149 KINAC/RS-015 "4 A
A 5o AArE 2 ARAAE] B Ve E e
satar Aol A wiie] == A tAE At
o el A, AefH, 71eA AtolHRl 2AF
Ag 0 ol shu ALHE). 5, A
A HAE PEE Fa) RE HO 94E BEseA
HAE B 7lsles sfo], Axdel] o#ial Ao
PR EA %i%—% E'Jo yohe s sk alet.
=% %JXJ %"é 7]*&01111 DIZlEé A4k
Apolw] FACRAE WIS S8l A Tel=
LS o5 ke s | vse] Ak A4
Afeli el FFAIS el skar A7)
=9 RFE 7]edFAaNIST)E A Aol
W dies Hel 8 AR H S8 24l
AL AW SP 800-535 xI
& A= vl A 7189l RGS. 71 4AH
ol 875 Bt A 35 Ha A= &8
34

E
o
o
f
__(IDl__l{l

=

= o e o

a
[ e o (A DU )
I
2
:“.:

T

=

A

—
oo

>,

i)

FALDAEZ]TFH(IAEA) & 921 A Ao digk A}
ol 2718 7]’ Nuclear Security Series
No.17 Computer Security at Nuclear
Facilities® Wxgtoza], Az AAMdol| oigh of
o) P EHE Fag tAE At Hek 2 kA
= HABP| 98 % 5’_’\}32} g o]3]dl I3t 7| A
A AlFsta odok9

o] e} 3ro] 40]‘3110& olqrell th-&-3k7] Hall =
9 F8 A I J|FeA JE lelE E4E
st gt ik Al Y A= A
LA E9 074 of wpe} Ager A T S At
stojol  Ft}.  o]o]  NEI(Nuclear Energy
Institute)= 7= W] 4] skl 44 A
TS dE3t A = S telE A
Z /sl dmAez alolwnal tAF 2AF A
4wy, Alelm gt H7) whge] it rlel=FE i
T35tz A 713l NRCoF #5441 gol& 53l

FeAel A FEE =Eshaa wHsha 9l
1

o

g

(10,11].
olefd Ss] YA F 7WES] o=
A W ae] AeHE Aels] FEeld aTHE



AHH 5354 (2019. 12) 1427

Aol AF AAE oldsta vk AF WHeE RS-015% 71522 7% Afelrel 7] A4
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Fig. 1. Development procedure for cyber securi-
ty function test cases
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(2) FABAE o] &8 AT 7FeAd (Wireless
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(1,4) CDA _ _ (1,4)
(Critical Digital Asset) | " other CDA
t
[ I ]
(3,4,5) (2,3,4,5) (5)users
External media External device (Physical Access)

I —

(3.45) (5)
External media Users

Fig. 2. Elements of Attack Vectors to a Target
Critical Digital Asset(CDA)
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Requirements

Element #1

Digital Device '—-> Positive Test —-| Test Items #1 I—‘ Test Target #1 :|--| Test Case #1-1 |

EIemént #i

-| Test Case #1-i

->| Test Items #m '—°| Test Target #m |—>| Test Case #m-1 |

Requirements

—  Negative Test —->| Test Items #1 |—> Test Target #1 :lr-'| Test Case #1-1 |

Element #1

-'| Test Case #1-j

Element #

->| Test Items #n I——| Test Target #n |—~| Test Case #n-1 |

—»  Risk Based Test —-'| Test Items #1

Test Target #1 |—>| Test Case #1 |

Requirements

Test Items #2
Test Items #n-1

->| Test Items #n

Test Target #k |—>| Test Case #k

Fig. 3. Test case relationship between test targets, items, and requirements

9 FES A E‘Lﬂr Impact level Analy31s /‘]
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Guide to Penetration Testing for Electric
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AHEN(F)E At #H5Aer =E55E Al§E
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W Axle] wel Specification-based Testing

Table 1. An estimated level of effort (21)

Level of Effort Number of Hours

Low 1-4
Medium 5-16
High 17-40

Extremely High 41+

Approach(1)E& &3l m 71¢| Positive A§35
7 n 7He] Negative A@&5o] A}, w3t 4]
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Table 2. Example of positive test target for PLC
security function

Test
Item Test Targets
Code

AC-00-01 | 1. Engineering tool has an account
management function for PLC

2. Login account of PLC is divided
into two types (Admin, Engineer)

AC-00-04 | Check below functions when PLC
authentication function fails

1. Communication status is not
available within (one) minute after
(three) times of PLC
authentication failure.

2. If PLC authentication fails
(three) times in engineering
workstation with engineer
authority, communication is not
possible within the (one) minute.

Alghs 2b Ao F-of" el tha AJgle] Jagt
A} A= el PLCS dlxUelE] e 875 A
Hare Aolat dlz AA 7 4/ LAl AE
° 2] 7%, Ale)7]e] Lapd = A P
Jobge Ayt Qs nelEe
AC-00-01 Agg= 228 7o

DO
N o gt
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tod A1ge gt} whebd Positive
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Risk-based A& /s wel 75l gk %
AH e Flap] A7 Ader AR 5
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A7 22] Risk-based AFS F4=HE oz
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Table 3. Example of positive test case for PLC security function

Accounting Separation
Test .
Test Pass/Fail
case No. Input Expected Results
Result
1. ID and password of | Confirm that run account
. management functions
01 administrator account (0/X)
2. Run account management
Check permissions by | Confirm that the login
administration and | account privilege is divided
02 engineering account several types (e.g., Admin, (0/X)
Engineer)




AR K388 =14 (2019. 12) 1431
Table 4. Example of negative test case for PLC security function
Accounting Separation
Test Test Pass/Fail
case No. Input Expected Results s
Result
1. Undefined ID and password | Confirm that can not access
. | account management
/ 1D and password of Engineer functions
01 account (0/X)
2. Run account management
1D and password of | Administrator account does
s s not un  the engineerin
02 Administrator account softwa;e. It can be ?un (I)né (0/X)
in an engineering account
FOEE UF R U ARl e AR AT 3] MRS A AF FA AL 9%
P A WA B g RS A%z &S] 2 W £FAA AL % (Step 3% AR
=} ARE HofET)

2) JA A A AL A7) M, T 3) AW FLE APE ¢ 94 PAAE AT
A4, 7194 BAE Sl Bt 75l A AHEs) o] Wh 4 ¥ HMER ol WA A AbF
2 & 717] AN AE, AL a5 AL AAE FEIEE A= glct wehq &
v He e B R AL Aol FACZ AT AW §F, 715

¥ 5& 9z B4 AE(Condenser System) A Bt 22kE A RE AFste] o AHE &
of }g¥t PLOZ hom 934 248 S8 sk 49F 14 198 8o wea
ol & ®olFrh R4 tiite] H& 7))o st 7] FLE AME AL S g 24 Ao
719] 71e 2 g&E& A (Step 1) 3ka, ofel d A B4 AnE Hz 34

& 7L
A& 74 (Step 2)

FAA, 7184

3o,

Table 5. Example of consequence analysis for digital device

. & AP HE AeAls
Seidlde] wek Al B 3 PeE ek Al v E AE
EREREE R

T= ‘L]
o] £E/F0/ IO R P,

AEste] Al 3

Consequence Analysis for A Digital Devices
Step 1 Step 2 Step 3
Digital
Assets Type of - . Potential Consequence to
Interaction Digital Compromise Critical System Consequence to Plant
None.
Gontidentialioy | No Sustem is impacted. | Mo safets, security
cot(lild bée intercepted condenser system could | °F continuity of power
Controls and rea be read consequences
parameter:
Control Integrity: Digital | Failed.
equipment signals or set-points | Loss of control function .
function could be corrupted so | is failure of Condenser E/é%%gﬁitf 1121%)act nggi
PLC based on that operation of | Physical System function conse uer};ces p
an internal | equipment function is | (Ex: Water level in !
algorithm not executed condenser system)
for the
condenser Availability: Loss of | Failed.
system availability in | Loss of control function ) : )
multiple instrument | is failure of Condenser %%%%ﬁ}f lrg%)act nggi
channels could | Physical System function conse ueﬁces b
result in denial of | (Ex: Water level in !
control for equipment | condenser system)
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Riskbased

\_ Testitems

Attack achievement analysis

" Availability impact —_
< on CDA(Critical Digital Asset) /
- CS{CrtcalSystem) / Plant—

\ /

Integrlry impacton
~—__ CDA/CS/Plant

o tanﬁdennalny |mpacT
~on CDA/ cs / Plant_-
YES .
YES
Consequence analysis

_—Tianipulate contral Testi tance :
_ pulate control~—_NO | Testimportance
~__ signal __— Moderate

NO

v
Test importance :

Low

YES Test importance :
High

Fig. 4. Test importance level analysis procedures

¥ 6% Risk-based A1¥3% & PLCY 4
ARE <AdF glo]l WA Jede /‘@?ﬂ% 3}
(AC-00-19-PT)9] °ll& ReFT},

X 69 &7 5 AR FHom FHkd 7
5 A171718 74, FAA, of <33k
S U HA Hul AojAs WHzrt 7bFss AR
A=}, weA Eld AR FoEe =
o2 FRE A dolrs AA AR A
g it e AT A%, Y elH
T 1 »U—:fLEqT: T‘%‘lil‘j’g, C%:!'i
3}, Ao17]e] A AA A ol LE) ofd A

RIS

ftorld
o
N
4o
ok

A BAME el Ha 2847t 1740 AZEeR
rgl o APkt

78 kel e Yo e 2
5o) o2 Aloly)e] Y Jug EFshe sele] o
33} 3] AR, APl WAy =l A
Y Aol AT Al Q% S8 AE, Beld g2e
Bl A AW 2ZF 9 BA =9 33}

8& £ 79 AC-00-19-PT Al@HAtellA A

Table 6. Example of risk-based test item for
PLC security function

Test Item Test Ttem
Code
Confirm that PLC
AC-00-19-PT 'conﬁgu'ration. change is
impossible without
authentication

Table 7. Example of risk-based test target for
PLC security function

Test

Item Test Target

Code
1. Configuration file encryption and
changeability test

AC-0 2. Authentication bypass of

0-19- engineering workstation + Attempt to

P access and change control device
configuration information
3. Hardware hacking using physical
I/0 interface

o=l A4 AR otEsl U Wz AeE AR
A e dole] U] 9% stof 2 & g oF
33} o4 mlel7be ARSARTE ool sl

W7 of ol s Zhalsfof b= &
Aelsta A Az Ag/AANE B
g ellat Azt g HolErt
4.4 N &8

21t 24

Table 8. Example of risk-based test case for PLC security function

Cazssltlo. Input Expected Results R'I;zi‘;t Pass/Fail
Identify account-related data Unable to identify the
01 files in the engineering account-related data file (0/X)
software installation folder
Unauthorized access to Unable to access
02 account-related data files account-related data files (0/X)
without authentication
03 Confirm that authentication Authentication information (0/%)
information protection encryption
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